
Arsenal Assembly: Creating Red 
Team Infrastructure
Aaron Haymore
@Zonifer



Aaron Haymore @0Xzon @zonifer

Research Program 
Coordinator

App Sec &
 Red Team

Pentesting 
Adjunct 
Professor 

Cloud Security Trainer



Things We’ll Do

● Spin up AWS resources to host 
infrastructure

● Configuring Apache as a stealthy redirector 
● Install C2 team server
● Create payloads
● DNS communication



Red Teaming

Red Teaming

Red teaming assesses the overall security 
posture of an organization by simulating 
real-world attack scenarios, including 
social engineering and physical breaches. 
It is a long-term, comprehensive 
evaluation that tests the effectiveness of 
security controls and response 
capabilities, offering strategic 
recommendations for improvement.



Conventional Infrastructure & The Problem



Cobalt Strike



Sliver



Metasploit



NGINX To The Rescue 

● Web Server
● Reverse Proxy
● Load Balancer
● Content Cache



A Solution - Proxied Infrastructure 



Example Flow



NGINX



Take Down Of Traditional Impact



Take Down Of Proxied Impact



Labs!



Havoc 
Installation & 
Configuration. 



Kali VM Creation 

https://www.kali.org/get-kali/#kali-virtual-machines

https://www.kali.org/get-kali/#kali-virtual-machines


Download Source



Dependencies 

sudo apt install -y git build-essential apt-utils cmake libfontconfig1  

libglu1-mesa-dev libgtest-dev libspdlog-dev libboost-all-dev libncurses5-dev  

libgdbm-dev libssl-dev libreadline-dev libffi-dev libsqlite3-dev libbz2-dev  

mesa-common-dev qtbase5-dev qtchooser qt5-qmake qtbase5-dev-tools  

libqt5websockets5 libqt5websockets5-dev qtdeclarative5-dev golang-go qtbase5-dev  

libqt5websockets5-dev python3-dev libboost-all-dev mingw-w64 nasm

https://havocframework.com/docs/installation



Team Server Dependencies



Build & Run Team Server





Build & Run Client



Neo:password1234



30 Minutes



AWS EC2 
Creation











The rest of the defaults is fine











Allow Port 80



Allow Port 80



30 Minutes



NGINX Install & 
Config



NGINX Installation



/etc/apache2/sites-enabled/000-default.conf

Add right above </VirtualHost>



This configuration block does the following:

● Options Indexes FollowSymLinks MultiViews: Allows indexing 
of directories, following symbolic links, and multi-view content 
negotiation.

● AllowOverride All: Permits .htaccess files to override Apache 
configurations.

● Require all granted: Grants access to all requests.



create .htaccess in /var/www/html



This .htaccess file does the following:

● RewriteEngine on: Enables the runtime rewriting engine.
● RewriteRule ^.*$ http://localhost:9000%{REQUEST_URI} [P]: 

Redirects all incoming requests to https://localhost:9000 while 
preserving the original request URI. The [P] flag tells Apache to use 
a proxy for this request.



Example Flow



15 Minutes



Start SSH Tunnel



Listener Creation



Listener Creation



Listener Creation



Payload Creation



Payload Creation



Save it In Desktop



SCP Payload To Redirector 



CP Payload To WWW



Create Payload Dir



15 Minutes



Windows
VM Creation



Launch Instance



Free Tier & Key Pair





Connect 



Download RDP File and Get Password



Upload Private Key



RDP With RDP File & Password



Disable Defender



Malware Detonation



Checkin



30 Minutes
+  15 Debug



Upgrades



DNS



DNS



DNS Payload



Advanced Rewrite Rules



Advanced Rewrite Rules



SSL/HTTPS


